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Abstract:

There is a growing need for Vehicular Ad-hoc Networks (VANETSs), in which vehicles
communicate with each other (i. e., Vehicle to Vehicle, V2V) or with the infrastructure (i.e. ,
Vehicle to Infrastructure, V2I) on a wireless basis. This paper presents an improved traffic
monitoring system for VANET applications via a proposed security scheme. Specifically, the
proposed model analyzes the monitored scene, and automatically generates monitoring reports,
which contain the current time, current location, and traffic event type (which may be an
accident, crowd, demonstration or protest events). Additionally, two schemes have been
proposed: one is detecting vehicle accident using image processing techniques, and the other is
detecting both transmitted fake reports about the road and the malicious car’s driver, who
transmits those fake reports. The security scheme achieves source authentication, data
confidentiality, driver anonymity, and nonrepudiation security services. Also the monitoring
system achieves 85:41% average accuracy and 84:093 msec: average execution time with only
0:011% increase in computation overhead for applying the security scheme.
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